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Connect your Microsoft 365 (Office 365) Calendar
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Read on if you want to learn how to connect your OnceHub Account with your Microsoft 365 Calendar.
If you want to configure your Microsoft 365 Calendar, learn more here.

To be able to connect OnceHub to your Microsoft 365 Calendar, you must have a calendar in Outlook on the web
for business, which is provided with Exchange Online. Exchange Online is available as a standalone service, or you

can get it as part of an Microsoft 365 plan.

@ Important:

If you go for a Microsoft 365 plan, make sure to get Microsoft 365 Business Essentials or Microsoft 365
Business Premium. Note that Microsoft 365 Business does not come with Exchange Online.

Verifying your account compatibility

The easiest way to verify that you have an appropriate account is by logging into your Microsoft 365 account and
clicking All apps (Figure 1).
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Figure 1: All apps
Then, make sure that Calendar is listed in your apps (Figure 2).
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Figure 2: Calendar in the Microsoft 365 account app page
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Connect your Microsoft 365 calendar and email via OAuth 2.0

In this article, you'll learn how to connect to your Office 365 Calendar using an encrypted OAuth 2.0 connection.

When you connect to your Office 365 Calendar with an encrypted OAuth 2.0 connection, your sign-in credentials
are never revealed during the connection process and are never stored by OnceHub. Instead, a token generated
by Microsoft is used to communicate with the Office 365 API.

If your Office 365 account includes Microsoft Teams, you'll be connected to it as soon as you connect your Office

365 Calendar. Learn more

@ New feature:

We have added a new feature to our Microsoft 365 OAuth connection. Users who have connected their
Microsoft 365 calendar to OnceHub can now use the same connection to send notifications from their email

address.

To connect your email, follow these steps:

1. Open Profile settings by clicking your profile picture/initials in the top right corner.
2. Click User integrations.

3. Below the Microsoft 365 heading, click Connect your email

That's it! As Microsoft 365 shares email and calendar settings, this will automatically enable you to use your
own address for email notifications.

@ Important :

To connect OnceHub to your Office 365 Calendar, you must have a calendar in Outlook on the web for
business (Outlook Web App), which is provided with Exchange Online.

Connecting to your Office 365 Calendar via OAuth 2.0

1.

Sign in to your OnceHub Account.

2. Inthe top right-hand corner, click on your Profile icon (your picture or initials), then select User integrations.
@ Note:
If you're connected to any other calendar, you will need to disconnect first. Existing bookings that have not
yet taken place will not be added to your Office 365 Calendar after you connect.

3. Click the Connect button next to Office 365 Calendar via OAuth
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Google Calendar

Connect with a secure OAuth 2.0 connection without revealing your user name and Connect
password.

Q Google Meet will be automatically connected.

E Exchange/Outlook Calendar
A
Use your Exchange/Outlook email and password or an app-specific password to connect via
”
nl the Exchange Web Services API.

Office 365 Calendar via OAuth
Connect with a secure OAuth 2.0 connection without revealing your user name and

‘ password.
@ * Microsoft Teams will be automatically connected if included in your Office 365 subscription.

Office 365 Calendar via EWS

Use your Office 365 email and password or an app password to connect via the Exchange
Web Services API.

€ |3

iCloud Calendar
s Use your Apple ID and an app-specific password to connect via the iCloud API. Connect

Figure 1: Calendar connection
4. A pop-up window will appear asking you to choose an account to connect to OnceHub. Select the correct
account and confirm the connection.

5. Click Accept to give OnceHub permission to access your calendars.
If you're an Office 365 administrator, you can also check a box marked Consent on behalf of your
organization to approve access for all Users in your organization.
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B Microsoft

jsmith@example.com

Permissions requested

OnceHub
oncehub.com
This app would like to:
v Have full access to your calendars
Read and write to your and shared calendars

Sign you in and read your profile

< <X

Maintain access to data you have given it access to

| Consent on behalf of your crganisation

Accepting these permissions means that you allow this app to use your
data as specified in their Terms of Service and Privacy Statement. You can
change these permissions at https:;//myapps.microsoft.com. Show details

Figure 2: Permissions requested by OnceHub

6. If the connection is successful, the pop-up closes and you should see confirmation that you're connected to
your Office 365 Calendar (Figure 3).

Use a OnceHub email address for email notifications

By default, when you connect your Microsoft 365 account, it connects your calendar, email address, and video
conferencing all at once.

If you prefer to send email notifications from mailer@oncehub.com, instead of your Microsoft 365 email address,
you can update your settings:

1. Click the initials/your profile picture at the top right of your screen.
Click Profile settings

From the bar on the left, click User notifications = Microsoft 365
Scroll to Email notifications sent to [your] customers

Click Disconnect next to your Microsoft 365 email address.

o v A W N

From the bar on the left, click User notifications
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7. Scroll to Email notifications sent to [your] customers

8. Click Disconnect next to your Microsoft 365 email address.

That's it! Email notifications will now be sent from the default email address, mailer@oncehub.com

Configuring Default Office 365 Calendar reminders

You can configure Default Office 365 Calendar reminders in the connected Office 365 Calendar. To do so, sign in to
your OnceHub account, open your profile settings by clicking the profile picture at the top right - User
integrations. Select an option from the Default Office 365 Calendar reminders drop-down list (Figure 4).

Calendar connection

Connected to Office 365 Calendar

Connected with: Anna@fruitsbunch.com (Disconnect)

[ ] . . .
* You can use Microsoft Teams for virtual meetings. Learn more

s N\

Default Office 365 Calendar reminders (@)

15 minutes v

Figure 4: Default Office 365 Calendar reminders

Connect to your Microsoft 365 Calendar with an app password

When you connect to your Microsoft 365 Calendar with an app password, you are permanently authenticating
OnceHub with your Microsoft 365 Calendar. App passwords never expire, which ensures that OnceHub will
connect to Microsoft 365 continuously and without interruption. Using app passwords guarantees an encrypted
connection, and can be used for both personal and corporate accounts.

@ Note:

An app password isn't used when connecting to your Microsoft 365 calendar via OAuth 2.0, but it is required
when connecting a Microsoft 365 email server using MFA to utilize our 'email from your domain' feature.

@ Important:
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To be able to connect OnceHub to your Microsoft 365 Calendar, you must have a calendar in Outlook on the
web for business (Outlook Web App), which is provided with Exchange Online.

Enable multi-factor authentication in Microsoft 365

In order to create an app password, you'll need to ensure that multi-factor authentication is set up for yourself or

for the user that you're trying to connect.

To check whether multi-factor authentication is enabled, follow these steps:

1. Open your Microsoft 365 admin center and select the Active users tab.

2. Click on the action menu (three dots) drop-down. From the list, select Setup multifactor authentication (Figure

1). This will open a new page.

Microsoft 365 admin center

ScheduleOnce LLC

@ H .
one Active users

R Users A~

| Active users

Contacts
Display name T
Guest users

Deleted users Adam Walker
& Groups A Andrew Starr
Siues Anne Caswell

Shared mailboxes
Ben Andrews
5 Billing ~

Purchase services Ben Sher

Products & services
Bernice Nicholson

Licenses

Bills & payments Blue Room
Billing accounts

Break
Payment methods
Billing notifications Brian Nutter

R, Addauser A Add multiple users () Refresh | Export Users -+

@, Reset a password
Username inses
T Delete a user

adamwalker@ong icensed

Setup multifactor authentication

~ .
< Directory synchronization heensed

andrewstarr@onci
Unlicensed
Unlicensed
Unlicensed
Unlicensed
Unlicensed

Unlicensed

O Unlicensed

Preview on
O search Y Filter =
@ Choose columns
Need help? Give feedback

Figure 1: Microsoft 365 admin center

3. Here you can see which users have already been set up with multi-factor authentication (Figure 2). Select the

users that you would like to assign multi-factor authentication to and click Enable.

© Copyright OnceHub 2021. All rights reserved.



@ﬂceHUb Support

Office 365

multi-factor authentication
users service settings

Note: only users licensed to use Microsoft Online Services are eligible for Multi-Factor Authentication. Learn more about how to license other users.
Before you begin, take a look at the multi-factor auth deployment guide.
View: ' Sign-in allowed users : p Multi-Factor Auth status: = Enabled

MULTI-FACTOR AUTH

DISPLAY NAME = USER NAME
STATUS

Guy Clark Enabled
Select a user
Enabled

Enabled

L3

Enabled

Enabled

Enabled

Figure 2: Multi-factor authentication setup

4. Click enable multi-factor auth (Figure 3). When the update finishes, close the pop-up.
O
L]

About enabling multi-factor auth

Please read the deployment guide if you haven't already.

f your users do not regularly sign in through the browser, you can send them to this link to register for multi-factor
auth: https://aka.ms/MFASetup

enable multi-factor auth

Figure 3: Enable multi-factor authentication

You can now create an app password for a user.

Create an app password

1. Sign in to your Microsoft 365 admin center.

2. Open the user account by clicking on your profile image or initials in the top-right corner of the screen and
selecting My account.

3. Open the Security and Privacy tab (Figure 4).
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Security & privacy

My account

Password
Personal info

Change your password

Contact preferences

0]
R
B3 subscriptions
Q
a

o
Manage how and why you "
Securfty & privacy Organization Privacy Statement
View your organization's Privacy Statement
App permissions Additional security verification
our admin has tumed on additional security verification to better secure your account

To sign in to Office 365, you need to enter a password and reply back to the security message that is sent to your phone.

My installs
Update your phone numbers used for account security.

ég Taok & add e To sign into some apps installed on your computer or smart phone, you'll need to create an app password. When prompted by the app, enter the app password instead of your work or school account password.
Create and manage app passwords

@ Settings

Figure 4: Security & privacy tab

4. Select Additional security verification. Then, click Create and manage app passwords. This will open a
new page.

Office 365

additional security verification app passwords

To sign into Qutlook, Lync or other apps installed on your computer or smart phane, you'll need to create an app password. When prompted by the app, enter the app
password instead of your work or school account password.

You can use the same app password with multiple apps or create a new app password for each app. How do I get my apps working with app passwords?
Note: If you ak an admin of a Microsoft service, we recommend not using app passwords

Bookmark this page

L ESE:TED

Initial app password20170719182209 7/19/2017 Delete
SO-exchange Delete
reschedge 12/19/2017 Delete

Figure 5: App passwords section

5. Click the Create button. A pop-up will appear prompting you to create the password (Figure 6). Once you have
entered a name to help you remember the password, click next.
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Create app password
Enter a name tn help you remember where you use this password.

Name:

Figure 6: Create app password pop-up

6. Your new password will appear (Figure 7). Copy the app password to your clipboard and use it when you
connect in OnceHub.

Your app password

Name: so-demo
Password: jygtcblbbperxagyn

Note: This password will not be displayed agair

Figure 7: Your app password pop-up

Using additional calendars

In the calendar connection page, under the heading Meetings are copied to, you can add an additional calendar
that bookings will be copied to. Bookings scheduled in the selected booking calendar will be copied to the
additional calendar that you select.

@ Note:

This feature is only available for booking calendar users.
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@ Meetings are created in (i)

JohnSmith@Scheduling.com

E}; Busy time is retrieved from (Edit) (i)

* JohnSmith@5Scheduling.com

ﬁ< Meetings are copied to (Edit) @

None

Figure 1: Additional calendar settings

To add an additional calendar:

1. Click your profile icon in the top right corner
Click Calendar connection

Click Edit next to the heading Meetings are copied to. (Figure 1)

A wWon

In the pop up, from the Booking calendars drop-down menu, select the booking calendars you want
bookings to be copied from. All booking calendars which you are the host of, or are hosted by a team of which
the user is a part, will be displayed here.

5. Next, from the Copy to drop-down menu, select the calendar that you want the booking to be copied to. The
drop-down menu will display all of the additional calendars that you have created or been added to in your
Microsoft 365 calendar..

6. When you're done, click Save at the bottom of the pop up.

e To remove a calendar from these settings, click Edit and then click the X at the end of the row.

7. To add further additional calendars, click + Add calendar in the Edit pop up.

Now meetings scheduled in the selected booking calendars will appear in the additional calendars that you have
chosen. Updates to the original meeting, such as the meeting being rescheduled or canceled, will be updated in
the additional calendar. Additional calendars don't support updates about reassigned meetings.

Microsoft 365 corporate connection

The Microsoft 365 corporate connection mode enables users to connect to their Microsoft 365 Calendars via one
mailbox only. This method is an alternative to the personal connection mode, where each user is required to
connect individually and provide their own Microsoft 365 account credentials. The corporate connection method is
available for a fee to large accounts.
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Why connect with a corporate connection?

Corporate connection to Microsoft 365 provides several important advantages:

e Security: Only one password per account is provided to OnceHub. The credentials belong to the dedicated
mailbox, which is empty and contains no sensitive information. Learn more about how your sign-in credentials
are stored and protected by OnceHub

¢ Centralized management: The Microsoft 365 admin has full control over the entire account connection from
the dedicated mailbox.

¢ Changing password: The admin may change the dedicated mailbox password at any time and notify OnceHub
about the change, immediately renewing the calendar connection for the entire account.

The Admin maintains full control over every aspect of the calendar connection and the Members of the account
keep working without interruption.

How does the corporate connection work?

In corporate mode, only one dedicated mailbox is connected to the OnceHub Account, and all events are synced
via the dedicated mailbox.

1. Adedicated mailbox is set up by an Microsoft 365 admin.

2. All users that accept bookings must delegate their main calendar to the dedicated mailbox. Delegation can be
configured either centrally by an Microsoft 365 admin, with no action required from the Users, or by each
User individually.

See these articles for delegation instructions for individual users: Delegating in Microsoft 365 and Outlook
Web App (OWA) or Delegating in Outlook client.

3. Only the dedicated mailbox is connected to the OnceHub Account, and not individual users. OnceHub only
stores one set of credentials in an encrypted format.

4. Only users' busy time is retrieved from Microsoft 365 via the dedicated mailbox. The specific details of
calendar events will remain private.

5. OnceHub bookings are added to the respective users' calendars.
Sounds right for your account? Contact us to proceed.

Switching from the PC connector for Outlook to Microsoft 365 integration

We generally recommend switching from our PC connector for Outlook to our direct Microsoft 365 calendar
connection. In all cases, switching is completely safe and all booking data persists.

Who can switch?

Any OnceHub user whose email account is on Microsoft 365. However, the Microsoft 365 Calendar integration
does not support resource calendars and shared calendars for OnceHub yet.

If you're using Exchange, you should connect your calendar using our Exchange integration.

What happens when | switch?

When you switch, only the connection method is replaced, while the connected calendars remain the same. You
are essentially reconnecting via another method to the same email account with the same calendars.
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For users that only use their default calendar, busy time will still be retrieved from the same default calendar. All
existing bookings will remain in the default calendar, and new bookings will keep being added to the default
calendar.

How do | switch?

Follow these steps to switch from the PC connector to a direct Microsoft 365 Calendar connection.

1. Select your profile picture or initials in the top right-hand corner — Profile settings - Calendar connection.
Click the Disconnect link and approve the disconnection in the confirmation pop-up.

You can now connect OnceHub to your Microsoft 365 Calendar using an encrypted OAuth 2.0 connection.

A WwoN

After you've connected your Microsoft 365 Calendar, go to the Date-specific availability section of your
Booking page and click to verify your busy time is retrieved from your connected calendar.

U

Go to the Associated calendars section of your Booking page to select the calendars that you wish to use.
6. Make a test booking on your Booking page to see the event created in your calendar.

7. Optional: If you wish to uninstall the Outlook connector from your PC, you may do so by following Steps 1-4 in
the connector upgrade article.

Using shared calendars in Microsoft 365 Calendar

You can use shared Microsoft 365 Calendars in OnceHub via your OnceHub account. Shared calendars can be
used when you connect via either a personal connection or a corporate Microsoft 365 connection.

Sharing calendars allows OnceHub to create bookings in and retrieve busy time from calendars that are not owned
by you.

Read on to learn about using shared calendars in Microsoft 365 Calendar.

Shared calendar options

Each connected calendar in OnceHub can be used either as a main booking calendar, a calendar to retrieve busy
time from, or an additional booking calendar. This can be configured for each Booking page under the Associated
calendars section.

With shared calendars, the same three options apply. The only added requirement is that the calendar owner
grants you the necessary permission level within Microsoft 365 (Figure 1).
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Sharing and permissions X

Calendar

Send a sharing invitation in email. You can choose how much access to allow and change access
settings any time.

Ed Bolton . .
@ bolton@examt Can view all details ~ 0|
edbolton@example.com

Can view when I'm busy

Inside your organization Can view titles and locations
€9 People in my organization Can view all details ~
Can edit
Delegate

Figure 1: Sharing and permissions

e To use the calendar as a Main booking calendar, you must be granted Editor or Delegate permission level in
Exchange/Outlook.

e To use the calendar for Busy time retrieval, you can be granted any permission level in Exchange/Outlook.

e To use the calendar as an Additional booking calendar, you must be granted Editor or Delegate permission
level in Exchange/Outlook.

Which calendars can be shared?

Most Outlook calendars can be shared. Your ability to share calendars depends on the sharing policy specified by
your Microsoft 365 administrator.

You can share calendars on the same domain, or share calendars across different domains. To use shared
calendars on the same domain, follow the sharing instructions below.

To use calendars shared across different domains, the person given access to the shared calendar must accept
the sharing by clicking the link or button in the email notification. These calendars will be automatically added to
the calendar list in the Calendar section of each Booking page. You do not need to do anything else to use these
calendars in OnceHub. Sharing calendars across domains requires specific settings in your Microsoft 365
configuration.

Using shared calendars when connected with a personal connection

Follow these steps to use a same-domain shared calendar when connected with a personal Microsoft 365 Calendar
connection.

1. Ensure that the calendar owner shared their main calendar with you as Editor or Delegate. Additionally, sub
calendars may also be shared. Each calendar must be shared individually.
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2. Add the calendar owner's email address in the Associated calendars section of each Booking page. All
calendars and sub-calendars shared with you, will appear in the calendar list.

3. Select how each calendar will be used: Main booking calendar, Busy time retrieval, or Additional booking
calendar. If your permissions are insufficient, ask the calendar owner to change your permission level.

Using shared calendars when connected with a corporate connection

Follow these steps to use a same-domain shared calendar when connected with an Microsoft 365 corporate

connection.

1. Ensure that the calendar owner shared their main calendar with your dedicated mailbox as Editor or Delegate.
Additionally, sub-calendars may also be shared. Each calendar must be shared individually. Note that all
corporate account members will gain access to all shared calendars.

2. Add the calendar owner's email address in the Associated calendars section of each Booking page (Figure 1).
All calendars and sub calendars shared will appear in the calendar list.

3. Select how each calendar will be used: Main booking calendar, Busy time retrieval, or Additional booking
calendar. If your permissions are insufficient, ask the calendar owner to change the permission level.
Configure the calendars associated with this Booking page

Calendar Main booking calendar (i) Busy time retrieval (i) Additional booking calendars (i)

Calendar . NA

Need shared calendars?

The calendar owner must first share their main calendar with dana@example.com as Editor or Delegate. Learn more

Calendar owner's email: | Enter email address ‘ (Add )

Figure 2: Associated calendars section of the Booking page
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